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SOUTHCOM SOUTHCOM J6 exercises command and control of SOUTHCOM'’s DOD Information Network Operations
(Cyberspace Security & Cyberspace System Operations) to synchronize the protection of Joint
J6 component capabilities to enable power projection and freedom of action across all warfighting domains.
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Offensive Cyberspace

Operations

Cyberspace Attack

Cyberspace forces are ordered to undertake CO missions.

Defense Cyberspace / : DODIN
Operations (DCO) {_! ) Operations

Defense Cyberspace Defense Cyberspace
Operations — Operations — Internal
Response Actions Defense Measures

Cyberspace

Exploitation Cyberspace Defense Cyberspace Security

Cyberspace forces executes cyberspace actions that contribute to mission
accomplishment.

Cyberspace Systems
Operations

«JP 3-12 DoDIN Operations: The DODIN
Operations mission is to secure, configure, operate,
extend, maintain, and sustain DOD cyberspace to
create and preserve the confidentiality, availability,
and integrity of the DODIN. The mission includes
cyberspace security actions that address
vulnerabilities of the DODIN or specific segments of
the DODIN to prevent exploitation and operation of
red teams and other forms of security evaluation
and testing.

+JP 6-0 Department of Defense Information Network —
The set of information capabilities, and associated
processes for collecting, processing,

storing, disseminating, and managing information on-
demand to warfighters, policy makers, and support

(including applications), data, security services, other
associated services, and national security systems. Also

~ called DODIN.



DAO SOUTHCOM Governance Qutcomes

IT Steering
Committee

Normalize the terrain:

Architecture | Interoperability and Defensibility
IT Steering

Board

Steering
Working Group Reduce hardware, software, and services in

J6 IT portfolio.
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SOUTHCOM Terms of Reference

DAO SOUTHCOM SOUTHCOM CCDR

AO SOUTHCOM J6

ClO SOUTHCOM J6

DACO JFHQ-DODIN

CSSP DISA-GLOBAL Tier 1/2
SOUTHCOM JDOC Tier 3

RCC Duties SOUTHCOM JDOC

MILSATCOM USANEC-SOUTHCOM

RED SWITCH USANEC-SOUTHCOM

EXEC COMMS GC3T-SOUTHCOM

P

NIPR
SIPR
JWICS
MPN
MPN

Support Contract

DoD-JOINT

DEE ... enroute DoD IL6
DIA

BICES-X

CENTRIXS (x2)

SCITES

All DAO COMMS are pfb\;ided via DoD enterrise efforts.

All DAO SOUTHCOM operations are funded through SOUTHCOM C5S portfolio, with HQDA as our CCSA.
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